NHOOPMALIMOHHASA ITAMATKA
JUIA OBYHAIOIINXCA AJIA PASMEIIEHUA
HA OO AJIBHBIX UHTEPHET-PECYPCAX

C KaxJbpIM TOJIOM MOJIOACKH B MHTEPHETE CTAHOBHUTHCS OOJIBIIIE, a IIKOJFHUKU OJHU U3
CaMbIX AaKTUBHBIX ITOJb30BaTenedl Pynera. Mexay TeM, HNOMHUMO OrPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECET U MpoOJeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe 0e30MacHo
HaXOJUTHCS B CETH.

KommnrerorepHsie BUpYCHI

KoMnbroTepHbiii BUPYC - 3TO Pa3HOBUAHOCTH KOMITBIOTEPHBIX MPOTPamMM, OTJIMYUTEIBLHOM
OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K pa3MHOXEHUI0. B nomonHeHue k 3ToMmy,
BUPYCHI MOT'YT MOBPEUTH UJIU MOJTHOCTHIO YHUUTOXKUTH BCE (Daiiiibl U TaHHBIE, TOIKOHTPOJIbHbBIE
10JIb30BATENI0, OT UMEHU KOTOPOTO ObLiIa 3amylieHa 3apakeHHasi IporpaMma, a Takke OBPEeInTh
WIHM JJa)kKe YHUYTOXKUTH OTIEPAIlMOHHYIO0 CUCTEMY co BceMHt (haiimamu B nenoMm. B GonbiinHcTBE
CIIydaeB pacHpOCTPaHSAIOTCS BUPYChl Yepe3 UHTEPHET.

MeTo bl 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM:
1. Mcnosib3yii COBpEMEHHBIE ONEPALIMOHHBIE CHCTEMBI, UMEIOIIINE CEPhE3HBIN YPOBEHB 3AIUTHI OT
BPEOHOCHBIX IIPOIPAMM;
2. TloctossnHO ycraHaBiauBaiW madtu (UUQPPOBBIE 3aIUIaTKH, KOTOPHIE aBTOMATHYECKU
YCTaHaBIIMBAIOTCSA C 1B JOPaOOTKU MPOrpaMMbl) U APyrue 0OHOBIIEHHS CBOEH ONepalnoOHHON
cucteMbl. CkauuBail UX TOJIBKO ¢ oduimanpHOro cairta paspadorunka OC. Ecnu cymecTByer
PEXHUM aBTOMATHYECKOTO OOHOBJICHHUS, BKIIIOUH €T0;
3. PaGoraii Ha cBOeM KOMIBIOTEPE MO/ MpaBaMU MOJb30BaTENs, a HE aMUHHCTpaTOpa. JTO HE
MO3BOJIUT OOJILIIMHCTBY BPEJIOHOCHBIX NMPOTrpaMM HHCTAJUIMPOBATHCA HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;
4. Hcnonb3yil aHTUBHUPYCHbIE MPOrPaMMHbIE MPOAYKTbl H3BECTHBIX HPOU3BOJAUTENECH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;
5. Orpanuyb PU3NYECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;
6. Vcnonw3yii BHEUTHUE HOCHTENW HH(MOpMAaluM, Takue Kak (remka, Auck unmu Qainm u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX MICTOYHHUKOB;
7. He oTKpbIBail KOMIBIOTEpHBIE (Daiiiibl, MOTyYEHHBIE U3 HEHAJISKHBIX UCTOYHUKOB. Jlaxe Te
¢aiinel, KOTOpPbIE MpHCIaT TBOM 3HAKOMBIN. Jlydlle yTouHHU Y HEro, OTHPABJIsUI JIU OH TeOe HX.

Ceru WI-FI
Wi-Fi - 10 He BUI nIepeiauy TaHHBIX, HE TEXHOJOTHs, a BCETO JHIIb OpeH 1, Mapka. Eme B 1991
roay HHJEpiaHJCcKas KommaHus 3apeructpupoBana Openn "WECA", uyro o6o03Ha4ano

cnoBocouetanue "Wireless Fidelity", koTopslif mepeBoanTcs Kak "0ecrpoBOHast TOUHOCTS'.



Jlo Hamero BpeMeHHM Jomnuia apyras abOpeBuaTypa, KOTOpas SIBJISETCS TakKOW ke
TexHoJoruei. Oto abopeBuatypa "Wi-Fi". Takoe HazBanue ObUIO JaHO C HAMEKOM Ha CTAHAAPT
BbIcIIel 3BykoBoi TexHuku Hi-Fi, uro B mepeBoze o3HauaeT "BhICOKAs TOUHOCTH'.

Ja, OecrutaTHBIH MHTEPHET-IOCTYI B Kade, OTEIsIX M adpONOPTax SBISETCS OTIMYHOU
BO3MOYKHOCTBIO BBIX0O/Ia B MHTepHET. HO MHOTHE 3KCIIEPThI CYMTAIOT, 4TO 00menocTymnubie Wi-Fi
CETH HE SIBIISIOTCS OC30TMaCHBIMHU.

CoBeTbl 110 0€30MaCHOCTH pabOThI B 00MIeN0CTYMHBIX ceTsix Wi-fi:

1. He mepenasaii cBoto nuuHyto nHdopmanuio yepes oomenocrynusie Wi-Fi cetu. PaboTas B HuX,
KeJaTeIbHO HE BBOJHUTH MAPOJIH JIOCTYIA, IOTUHBI H KAKHE-TO HOMEPa,

2. Hcnone3yil u OOHOBISAN aHTUBHUPYCHBIE HporpaMMbl U OpaHaMmayep. TeM caMbIM Tbl
obe3omacuib ceds OT 3aKauKH BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonp3oBanun Wi-Fi otkmroun ¢pyaknuro "OO0muit goctyn K daimaMm u mpuHTEpam'.
JlarHas (hYHKIWS 3aKPhITA 10 YMOJTYaHHIO, OTHAKO HEKOTOPBIE MTOJIE30BATEN aKTUBUPYIOT €€ IS
yA00CTBa UCIIOIB30BAHUS B pabOTe WK yueoe;

4. He ucnons3yit nyonuuaasrii WI-FI s mepenaun nUdHBIX JaHHBIX, HAIlpUMEp IS BBIXOJIA B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO MOYTY;

5. Ucnonp3yii Topko 3amuiieHHoe coeaunenue uepe3 HTTPS, a ue HTTP, 1.e. mpu mHabope BeO-
aapeca BBoaAW UMeHHO "https://";

6. B moOunsHOM Tenedone oTkimoun Gynkumio "Tlogkmouenue k Wi-Fi aBromatnuecku". He
JIOTTyCKall aBTOMAaTUYECKOTO MOJKII0UeHUs ycTpoiicTBa Kk cetssiM Wi-Fi 6e3 TBoero cornacusi.

ConuanbHble ceTu

ConuanbHble CETH aKTUBHO BXOJAT B HaIly KM3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MWLTHAp] 4YEJIOBEK, YTO SIBJISIETCS OIHOM
CeIbMOM BCEX JKHUTeNeH IIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO WH(popMaIus,
pa3MelieHHas UMU B COIIMAIIbHBIX CETSAX, MOKET ObITh HaliJleHa U MCMOJb30BaHa KEM yroJIHO, B
TOM 4HCJIe He 0053aTeNbHO ¢ OJIarUMH HAMEPEHHSIMH.

OcHOBHBIE COBETHI 10 OE€30MACHOCTH B COILIMANBHBIX CETAX:

1. Orpannup cnucok Apy3eid. Y TeOs B IpYy3bsiX HE JOJDKHO OBITH CIy4ailHBIX U HE3HAKOMBIX
JTIOEH

2. 3amuiaii cBOKO YacTHYIO KHM3Hb. He ykaswiBail maponu, TernedoHbI, aapeca, HaTy TBOETO
POXIEHUSI W APYryH JTUYHYI0 WHGOpPMALNI0. 3MOYMBIIUICHHHUKH MOTYT HCIIOJIB30BaTh JaKe
MH(OPMAIIUIO O TOM, KaK ThI ¥ TBOHM POJIUTENHN TUTAHUPYETE MPOBECTH KaHUKYJIBI,

3. 3amminaii CBOIO peryTaluio - JEPXKU €€ B YHCTOTE U 3aJjaBait ce0e BOMPOC: XOTeN ObI ThI, YTOOBI
Jpyrue TONb30BaTeNM BHJACTH, 4YTO Thl 3arpyxkaemsb? [lomymail, mnpexae dYeM dYTO-TO

OIyOJIMKOBATh, HAITUCATh U 3arpy3UTh;



4. Eciii Tl TOBOPHUILB C JIFOJbMH, KOTOPBIX HE 3HAELIb, HE MCIIOJb3YH CBOE pEajlbHOE UMS U
APYTyIo TUYHYIO0 HHPOPMAIMU: UMsI, MECTO JKUTEIBCTBA, MECTO YueObl U MpoYee;
5. N3beraii pasmemenus ¢ororpaduii B MHTEpHETE, TIe Thl M300pa)K€H HA MECTHOCTH, IO
KOTOPOI MOXHO ONPEIEIUTh TBOE MECTOIIOJIOKEHUE;
6. Ilpu perucrpanuu B COLMAIBHON CETH HEOOXOJUMO HCIOJB30BaTh CJOXKHBIE MapoJiy,
cocTosMe U3 OyKB ¥ UQP U C KOJUIESCTBOM 3HAKOB HE MEHEe §;
7. Jlns couuanbHOM CEeTH, MOUTHl U IPYTUX CaliTOB HEOOXOJIMMO HCII0JIb30BATh Pa3HbIE MMApOJIH.
Torga ecnu Te0s B3IOMAIOT, TO 370 YMBIIIEHHUKU MOJyYaT JOCTYI TOJBKO K OJHOMY MECTY, a HE
BO BCE cpa3y.

DNEeKTPOHHBIC IEHBIU

DNEeKTPOHHBIE JEHBI'M - 3TO OUYEHb YIOOHBIM CHOCOO MIIaTeXeH, OJHAKO CYILECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST MOJTYYUTh ITH JICHBTH.

DONEeKTPOHHBIE JIEHBI'M TOSBUJIMCH COBCEM HEIABHO W MMEHHO H3-3a 3TOr0 BO MHOTHUX
rocyznapcTax J0 CUX IOp HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT U O HUX yXKe€ MPOIMUCAHO B 3aKOHE, TJ€ UX Pa3AeisatoT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBbIE. Pa3HuIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3peliaercs MpOBOAUTH oOmepanuu 0e3 HAeHTU(UKAIMK TOJb30BaTeNlsl, a B
HEAaHOHMMHBIX UACHTU(UKALIMS MOIH30BATENs SABISIETCS 00s3aTENbHOM.

Taxxke crnemyer paznuyarh SJIEKTPOHHbIE (UATHBIE NEHBI'M (PaBHbBI TOCYIApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(UATHBIE AEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€301MaCHOI paboTe C ITEKTPOHHBIMU JCHBI AMHU:
1. TlpuBsku K cuery MOOWJIBHBIN TeneoH. DTO camblii yHOOHBIM M OBICTPBIA CHOCOO
BOCCTaHOBUTH JOCTYH K cueTy. I[lpuBsizaHHbIA TenedoH IMOMOXKET, eciu 3alylellb CBOM
IJIATEKHBIN MapOoJIb UK 3aiIelIb HA CAalT C HE3HAKOMOI'O YCTPONCTBA;
2. Ucnonb3yit oqHopasoBkie napoiu. [locie nepexo/ia Ha yCUTICHHYIO aBTOPHU3aIUIO TeOe yxKe He
OyZeT yrposkaTh OMAaCHOCTb KPaXKu WIIM TIepexBaTa IIaTeKHOTO MapoJis;
3. Boibepu cnoxubiii naponb. [IpectynmHukam OyneT He MPOCTO YragaTh CIOKHBIN MapoJlb.
Hagexxuble maponu - 3TO Mmapoiu, KOTOpbIE coJepaT He MeHee § 3HAKOB U BKIIIOUAIOT B ce0s
CTPOYHBIE U MPOTHCHBIE OYKBBI, IUPHI K HECKOJILKO CHMBOJIOB, TAKKE KaK 3HAK Jojuiapa, GyHTa,
BOCKJIMIIATeNIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;
4. He BBOAM CBOM JIMYHBIE TAHHBIE HA CAUTAX, KOTOPHIM HE JI0BEPSCIb.

DNEeKTpOHHAs MoYTa

DNEKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTaBIIsIEMbIE €10 YCIYrU MO MEPEChUIKE U
MOJIyYEHUIO AJIEKTPOHHBIX COOOILEHHH, KOTOpbIE PACHpPENESAIOTCS B KOMIIBIOTEPHOW CETH.

OO6b19HO AIEKTPOHHBIN MMOYTOBBII ALK BBITJISI AT CHEAYIOLIUM obpa3zom:



UMS_TIOJIb30BaTENA(@UMSL_JIOMEeHa. Takke KpoMme TIepeladyd IpOCTOTO TEeKCTa, HUMeEeTcs
BO3MOJKHOCTb TIepeiaBaTh (Panibl.

OCHOBHBIE COBETHI 10 0€301aCHOM PaboTe ¢ AMEKTPOHHON MOYUTOM:
1. Hano BbIOpaTh NpaBUIBHBIA IOYTOBBIM cepBUC. B HHTEpHETE €CTb OrpOMHBIA BBIOOP
OecCIuIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4IlIe JOBEPSATH TEM, KOTO 3HACIHIb U KTO TEPBBIA B
pEUTHUHrE;
2. He ykaspBaii B JW4HOW mouTe NW4YHYO uHpopMmanmioo. Hampumep, nydme BbrIOpaTh
"My3bIKasbHBIN _paHaTt@" wnn "pok2013" BmecTo "Temal3";
3. Wcnonp3yil OBYyX3TalmHyK aBTOpU3AlMIO. DTO KOTJa MOMHMO MapoJii HYXKHO BBOJIUTH KO/,
npucblIaeMblii o SMS;
4. Bri0bepu CIOKHBIN Taposib. JIJIsi KaXKI0TO MOYTOBOTO SIIIMKA JAOJHKEH OBITh CBOW HAICKHBIMH,
YCTOMYMBBIN K B3JIOMY [1apOJIb;
5. Ecnmu ecTh BO3MOYKHOCTh HamucaTh CAMOMY CBOM JIMYHBIM BOIIPOC, HCIIOJB3YH 3Ty
BO3MOKHOCTb;
6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIMUKOB. 1IepBBIi 11 4aCTHOM MEPENHCKHU C aApecaTaMy,
KOTOPBIM ThI JOBEPSICIIb. DTO JICKTPOHHBIM apec HE HAJO0 UCIONb30BaTh IPU PETUCTPAalUHU Ha
dbopymax u caifTax;
7. He oTkphIBaii (haiisiel U Apyrue BIOKEHUS B MUChMaX, 1a)Ke €CJTM OHU MPHUIILTH OT TBOUX JIPY3€H.
Jlydiie yTo4HM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (pailibl;
8. Ilocine oxoHuaHMsI pabOTHl Ha MOYTOBOM CEPBHCE MEpes 3aKpbITHEM BKJIAJIKU C CalTOM He
3a0yap HakaTh Ha "BeiidTu".

KubepOyiauHr mim BUPTyalbHOE U3/1€BaTENBCTBO

KubepOynnuHr - npecieioBaHie COOOIEHUAMHU, COAEPKAILUMU OCKOPOJIEHNUs, arpeCcCHIo,
3allyTUBaHKE; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOIIBIO PA3JIMYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 10 60pHOE ¢ KHOEPOYIITUHTOM:
1. He 6pocaiics B 60ii. JIyuminii crioco0: mocoBETOBATHCS Kak ce0si BECTH U, €CIIU HET TOr0, K KOMY
MO’KHO OOpaTUTHCS, TO BHa4yajle YCIIOKOUThCSA. ECU Thl HauHEIIb OTBEYATh OCKOPOJICHUSIMHU Ha
OCKOPOJIEHUS, TO TOJILKO elle 00JIblIe pa3oKkKellb KOH(IMKT;
2. Ympasisiii cBoelt kubeppernyranuei;
3. AHOHMMHOCTH B ceTu MHHUMas. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;
4. He cToUT BeCTH XYyIUIaHCKMHA 00pa3 BUPTyalnbHOH *Hu3HHU. MIHTEepHET (ukcupyer Bce TBOU
JEUCTBUS M COXPAHSET UX. Y AAIUTh UX Oy/eT KpaiHe 3aTpyJHUTEIbHO;

5. Cobnronail cBOIO BUPTYaIbHYIO YECTh CMOJIONY;



6. Urnopupyil emuHuuyHbli HeraTuB. OJHOpPA30BbIe OCKOPOWUTENBHBIE COOOLIECHHUS JydIle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpailaeTcst Ha Ha4yalbHOW CTa M,
7. bBan arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COIIMAIBHBIX CETSIX
€CTb BO3MOYKHOCTb OJIOKMPOBKH OTIPABKU COOOILEHH C ONPE/IEIEHHBIX a/IpeCOB;
8. Ecnu Thl cBuzaerens kuOepOyimHra. TBou neHCTBUSA: BBICTYNIUTh HPOTHUB IpeciefoBaTess,
[I0Ka3aTh €My, UTO €ro JIEHCTBUS OLIEHUBAIOTCS HETaTUBHO, IIOJIIEPKATh KEPTBY, KOTOPOU HYX Ha
MICUXOJIOTUYECKasi IOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCHBHOTO MOBEACHUS B CETH.

Moo6wibHBIN TenehoH

CoBpemeHHbIe CMapT(HOHBI U TUIAHIIETHI COIEPKAT B ce0e BIOIHE B3POCIbIM (PYHKIIMOHA,
U Ternepb OHM MOTYT KOHKYpPUpPOBAaTh CO CTAallMOHAPHBIMH KoMmIbioTepamu. OJHAKO, CPEICTB
3alUTHI AJ1s TOJOOHBIX YCTPOMCTB MOKA 0YEHb Maslo. TeCTUPOBAaHUE U MOUCK YI3BUMOCTEN B HUX
MIPOMCXOIUT HE TaK HHTEHCUBHO, Kak Jutst [1K, To jxe camoe kacaeTcs 1 MOOUITBHBIX MPUIIOKEHU.
CoBpemeHHbIE MOOUIIbHBIE Opay3ephl YK€ MPAaKTUYECKH JOTHAIM HACTOJIbHBIE aHAJOTH, OJTHAKO
pacmuperue GyHKITHOHAIA BIEUET 32 CO00M OOJIBITYIO CIIOKHOCTh M MEHBIITYIO 3alUIIIEHHOCTD.
Jlaneko He Bce TMPOU3BOAUTENM BBITYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIIME KPUTHYECKHE
YSI3BUMOCTH JJIsl CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI JIJIs1 6€30TaCHOCTH MOOMIIBHOTO Tele(oHa:
Huyero He sBnsercs mno-HacrosimieMy OecrulaTHBIM. bByns ocTtopoxkeH, Beap Korjma Tebe
npeaaraiT OecryaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHe-TO IJIaTHBIE YCIYTH;
Hymaii, pexxae yeMm oTnpaBuTh SMS, ¢hoTo mnm Buaeo. Thl TOUHO 3HAEHIb, T/I€ OHU OyAyT B
KOHEYHOM uTOre?
Heo6xo1umMo 0OHOBIISATE ONEPAMOHHYIO CUCTEMY TBOET0 cMapT(hoHa;
Wcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJIsI MOOMJILHBIX Telle()OHOB;
He 3arpyxaifi mnpuiokeHHS OT HEU3BECTHOTO KCTOYHHMKA, BEOb OHHU MOTYT COJEPKaTh
BpPEJOHOCHOE MPOTpaMMHOE 00ecrieueHue;
[Tocne Toro kak Thl BBIAJCIIB C caiiTa, Ie BBOJIWI JUYHYIO HMHPOPMAIUIO, 3aiii1 B HACTPOIKU
Opaysepa u ynanu cookies;
[lepuoandecku mpoBepsii, KaKue MIaTHbIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;
JlaBaii cBOW HOMEp MOOMJIBHOrO Telie()OHAa TOJBKO JIOJIAM, KOTOPBIX Thl 3HA€HIb M KOMY
JOBEPSEIID;
Bluetooth nomkeHn ObITH BBIKIIOUEH, KOT/Ia Thl MM He moib3yembces. He 3a0biBail mHOrma
IIPOBEPSATH ATO.

Online urpsl

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KpacoOuyHbIe, 3aXBaThIBAIOIIME pa3BIICUCHMUS,

00BETMHSIOINE COTHU THICSY YEJOBEK MO BceMy MHpPY. Vrpoku MccienyroT NaHHBIH UM MHP,



0O0IIAI0TCS IPYT C APYrOM, BHITIOTHSIOT 3aJIJaHHs, CPAXKAIOTCS C MOHCTPAMH M TIOJYYalOT OTIBIT. 3a
yIOBOJBCTBHE OHHM IUIATST: MOKYMAIOT AUCK, OIUIAYMBAIOT A00OHEMEHT WJIM MPHOOPETAIOT KaKHe-
TO OIILUHU.

Bce atu cpenctBa uayr Ha MOJJIEp)KAaHME M Pa3BUTUE WIPbl, a TaKXKe Ha camy
0€301aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBl aBTOPU3AIlMH, BBIITYCKAIOTCS HOBBIC MAaTYU
(umpoBbIe 3amIaTKy I IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momo0HBIX WUTpax CTOUT OMacaTbCs HE CTOJIBKO CBOMX CONEPHHKOB, CKOJBKO KPaKu
TBOETO NapoJisi, Ha KOTOPOM OCHOBaHAa CHUCTEMa aBTOPU3ALMU OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 10 O€30MACHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecnu npyroii urpok BeneT ceOs MI0X0 WM CO3JaeT TeOe HENMpUSITHOCTH, 3a0JOKUpPYH ero B
CIIMCKE UTPOKOB;

2. Tloxamyiics aIMHHHCTpAaTopaM HWIpbl Ha IJIOXOE IOBEJIECHUE 3TOr0 MIPOKa, JKEIATEIbHO
MIPUJIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BUI€ CKPUHOB;

3. He yka3sbiBaii muuHyto uHGopMaluio B podaiine urpsl;

4. YBaxal Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouuaabHbIE TTATYA U MOJIBI;

6. Mcronb3yi CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [loka Thl Urpaenib, TBOM KOMITBIOTED
MOTYT 3apa3HTh.

OUIIMHT WK Kpaska JTMYHBIX JaHHBIX

OObIYHOM Kpaxeil JeHer U JOKYMEHTOB Cer0IHs YK€ HUKOTO He YAUBUIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUI 3JIOYMBIIIJICHHUKA TE€PEMECTUIINCh B HHTEPHET, U MPOJOJIKAIOT
3aHUMATHCS "TFOOUMBIM" HEJIOM.

Tak mosiBUIIack HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILIUHT, TJaBHAs IIb
KOTOPOTO COCTOMT B MOJIyY€HUU KOHOUICHIMAIBHBIX JAaHHBIX MOJB30BaTENEl - JIOTHHOB H
naponeil. Ha anrnuiickom si3eike phishing unraercs kak ¢umuHr (ot fishing - peibHas noBis,
password - mapoiis).

OcHOBHBIE COBETHI IO OOPHOE € (PUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOS aHKeTa Oblia B3JOMaHa, TO
HE00X0AMMO 3a0JIOKMpOBATh €€ M COOOIINUTh aAMUHUCTPATOpPaM pecypca 00 3TOM Kak MOXHO
CKOpEE;

2. Ucnonp3yit 6e3onacHble BeO-CaliThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB U IOUCKOBBIX CUCTEM;
3. Hcnonb3yil clio)kKHbIE W pasHble Mapoid. Takum oOpa3om, eciau TeOs B3JIOMAlOT, TO

3JIOYMBIIJICHHUKHA NTOJIY4YaT JOCTYII TOJIBKO K OJHOMY TBOCMY HpO(I)I/IJ'IIO B C€TH, 4 HC KO BCCM,



4. Ecnu 1ebs B3MOMaiu, TO HEOOXOIUMO TPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no6aBiieHbl y T€OS B IPY3bsAX, O TOM, YTO T€OS B3JIOMaJIM M, BO3MOXKHO, OT TBOETO UMEHHU OyAeT
pacchlIaThCs CIlaM M CCHUIKH Ha (PUIIUHTOBBIE CAWUTHI;

5. YcranoBu HajexHbIH mapois (PIN) Ha MOOMITBHBIN TenedoH;

6. OTKII0YM COXpaHEHHE MapoJis B Opaysepe;

7. He oTkpeiBaii (paiiibl 1 ApYyrue BIOKEHUS B TUCbMaX, )K€ €CJIM OHH MPUILLIH OT TBOMX JAPY3EH.
Jlydiie yTo4HM y HUX, OTIPABIISUTH JIU OHU TeOe 3TH (ailibl.

Hudposas pemyranus

Hudposas pemyrauus - 3T0 HEraTUBHAs WM MO3UTUBHAs MH(OpMaIMs B CETU O TeOe.
Kommnpomerupytomast unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3UThCA HA TBOEW peanbHOM *u3HU. "Lludposas penyramus" - 3TO TBOM UMMJIK, KOTOPBIN
dbopmupyetcs u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoE MecTo XKUTENbCTBA, Y4eObl, TBOE (PHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapaKTepa
U paccKasbl 0 OJU3KHX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue nopoCTKH JIETKOMBICIEHHO OTHOCSITCS K MyOJIMKaIMK JIMYHOW MH(OpMaluu B
WHTepHeTe, He NOHMMAas BO3MOXKHBIX MOCIeACTBUN. Th Jaske HE CMOXKEIlb JOralaTbCsl O TOM, YTO
dboTorpadus, pazMelIeHHas 5 JIeT Ha3ad, cTaja MPUUYMHON OTKa3a MPUHATH TeOs Ha paboTy.
KommenTapum, pazmenienue TBoux ¢oTorpaduil U Ipyrue IHCTBUS MOTYT HE MCUE3HYTh JIaXKe
IIOCJIE TOTO, KaK Thl MX yJalUlIb. Thl HE 3HACIIb, KTO COXPAHUI 3TY HH(OPMAIIHIO, TI0TIaIa JIX OHA
B TIOMCKOBBIE CUCTEMBI M COXPAaHWJIACh JIM OHA, a TJIaBHOE: YTO MOAYMAIOT O Tebe OKpyXkarolue
JIFOAM, KOTOPbIE HAWAYT M YBUAAT 3T0. HailTu nH(popmanuo MHOTO JIET CITyCTs] CMOXKET JIH000i -
Kak U3 J0OpBIX NOOYKICHHUH, TaK U ¢ HAMEPEHUEM IPUYMHUTB BPeJl. ITO MOKET ObITh KTO YI'OJTHO.

OcCHOBHBIE COBETHI 10 3aIUTe HU(PPOBOH pemyTaluu:

1. Ioxymaii, mpexxjie 4eM 4To-To MyOJUKOBaTh U IepeaBarh y ceOs B O10re Uil B COLUAIBHON
ceTu;

2. B Hactpoiikax mpoduis yCTaHOBM OTpaHMYEHHs HA NPOCMOTP TBOErO MNpoduias U ero
COJIEPKUMOT0, C/IeNIall €ro TOJIbKO "1uist Apy3ei”;

3. He pa3memaii u He ykas3biBall MH(POPMALMIO, KOTOpask MOXET KOro-iu0do OCKOpOIATh WM
0OMXKaTh.

ABTOpPCKOE ITPaBoO

CoBpeMeHHbIE NIKOJIBHUKH - aKTUBHBIE 110JIb30BaTEIHN LU(POBOro MpocTpancTBa. OaHAKO
JIaJIeKO0 HE BCE 3HAIOT, YTO I0JIb30BAaHHE MHOTUMH BO3MOXXKHOCTSMHU ITU(PPOBOrO MUpa TpedyeT
COOJIIOJICHUS MTPAB HA MHTEJJIEKTYaIbHYIO COOCTBEHHOCTD.

Tepmun "HHTeNIEKTyalbHAsE COOCTBEHHOCTH"' OTHOCUTCS K PAa3IHUYHBIM TBOPEHUSAM

YeII0BEYECKOr0 yMa, HauWHasl C HOBBIX M300pPETEHUN U 3HAKOB, 0003HAYAIOMINX COOCTBEHHOCTh



Ha TPOAYKTHl M YCIAYTM, M 3aKaH4uMBasg KHHUramu, Qortorpadusmu, kKuHODUIBMAMU U
MY3bIKaJIbHBIMU [IPOU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JINTEpaTypbl U UCKyCCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KAUECTBE rapaHTUU TOTO, YTO
MHTEIJUICKTYaJIbHBIN/TBOPUECKUN TPYyA aBTOpa HE OyIeT HAampacHBIM, JIACT €My CIIpaBeIINBBIC
BO3MOXHOCTH 3apaloTaTh Ha pe3yjbTaTax CBOEr0 TPYAA, MOJIYYUTh U3BECTHOCTb U IPU3HAHHUE.
HuxkTo 6e3 paspemieHust aBTopa HE MOKET BOCIIPOU3BOUTE €ro MPOU3BEICHHE, PACIIPOCTPAHSITS,
nyOJIMYHO JAEMOHCTPUPOBATh, MpOJaBaTb, HWMIIOPTUPOBATH, IYCKaTh B MpOKaT, MyOIMYHO
UCIOJIHATH, TOKAa3bIBATH/UCTIONHATD B 3¢upe UK pazMeniats B IHTepHeTe.

Hcnonb3oBanue "muparckoro’ nporpaMMHOIO 00ecredeHus] MOKET MPUBECTH K MHOTUM
pUCKaM: OT NHOTEpPH JAaHHBIX K TBOMM aKKayHTaM J0 OJOKHpPOBKH TBOET0 YCTPOWCTBa, T
yCTaHOBJIEHA HeleranbHas nporpamma. He cTrouT Taxke 3a0bIBaTh, YTO CYLIECTBYIOT JerajibHbIe
u OecriaTHbIE TPOrPaMMBbl, KOTOPHIE MOKHO HAMTH B CETH.

O noprane

CereBHUYOK.p - TBOW TJIABHBIM COBETYMK B CETH. 37€Ch Thl MOXKEIIb Y3HATH O
0€30I1aCHOCTH B CETH IMOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NPU BO3HUKHOBEHUHU KPUTHYECKOM
CUTyallun OOpaTUTHCS 3a COBETOM. A TaKXe MPUHATh Y4acTHE B KOHKypcaxX M CTaThb CaMbIM

M (POBBIM I'pakTaHUHOM !



